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Midias s Dados Informagoes ww———jp Evid&ncias

Resultados

Coleta Exame Analise Obicios

slsolara area o Jddentificar JIdentificar ( pessoas, Redigir laudo

-Cnletal:as .evlclet.'l cias Exdsaly locais e eventos) -Anexar evidéncias e 1
-Gﬂﬁll:ﬁ.lf a mte.g ridade «Filtrar -Cormelacionar { pessoas, demais documentos |
ldentificar equipamentos Diosumsnis locais e eventos)

Embalar evidéncias Reconstruir a cena

-Etiquetar evidéncias -Documentar

«Cadeia de Custodia




Coleta dos Dados Data hora do sistema operacional

Processos em execugao

Imagem das midias

r

Cadeia de Custddia Formulario de Custddia

Manipulagdo de sistemas de arquivos NTFS ntfsprogs, scrounge-ntfs




Acessar arquivos compactados p7zip

Coletar mac time de arquivos e diretérios mactime N

Leitores para varias extensdes proprietarias da MS Antiword, evtreader

Analisar cookies do Windows cookie_cruncher.pl

Visualizador de histéricos de navegadores browser-history-viewer
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{8 Sisterna de Acompanhamento Farense - SAFo - mot
L B3 - BT~
@ B Criar o formulério no editor. Descrigéo
# Assistente de formulario.
Tabelas
Consultas
Formuldrios 01- Identificagéo do Casa Nenhum *
Sistema de Acompanhamento Forense - SAFo - modelo.odb : 01 - Identificagao do Caso

D-O-B-5&

Relatgrios [ 05 - Visio Geral

Nimero do Caso

1

Nome do Caso

Perda Total

Nome do Perito

E2y0 Lamarca da Siva
Descrigio

Caso de exemplo
Comentdrios

Caso usado no curso de Forense Computacional

Data de Inicio

Banco de dados incorporado Firebird incorporado

10/02/18 08:00

Data de Fim
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%= Backlog v

v (&

0. Referéncias

2
0.0. Relato inicial do caso

#3~
0.1. Hardware de trabalho

#~ 2
0.2. Software utilizado

#5v
0.3. Midias de armazenamanto

#6v (&
1. Coleta

#T~ &
1.1. Reunido inicial com o cliente

#8~ &
1.2. Aquisicdo da Imagem Forense

& Afazer~v

forenses.digitalsec.com.br
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Mais informacdes...

Arquivos

Todos os arquivos #® Forenses Modelo +

D-Referéncias

% Favoritos
Compartilhade com vocé
< ' e Sisterna de Acompanhamento Forense - SAFo - modelo
=<, Compartilhado com out
i kanboard-forenses.tar
& Compartilhado
- 4-Relatério
Etiguetas
- 3-Analise
- 2-Exame
- 1-Coleta

W Arquivos apagados

{} Configuragdes
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Lixeira Leia-Me

=S

Mew Mozilla
Compukador Firefo

IMeus
Documentos

BE
Meus Locais
de Rede ‘

F

Applications
Manager

L

Command
Prompk

¥

ghostwriter k.-”

ReactOs Yersion 0.4.7
Build 20171124-0.4.7-release.GMU_4.7.2
1 Reporting MT 5.2 (Build 3790: Service Pack 2)
CHWINDOWS



Ar Edit ler uisar Terminal Ajuda

perito@ultra:~/Perda_Total$ time
d

real 1m0, 731s

user Om48,408s

sys Om2,654s

perito@ultra:~/Perda_Total$ grep -i rootkit --color Perda_Total.dd.strings
rootkit/SM

rootkit/a

chkrootkit

rootkit-ul/n

perito@ultra:~/Perda_Total$ grep -i backdoor --color Perda_Total.dd.strings
backdoor

backdoor/a

backdoor

backdoor

backdoor/NOsT

backdoors

perito@ultra:~/Perda_Total$ grep -i portscan --color Perda_Total.dd.strings
(%s:%d) VideoPortScanRom RomBase %p RomLength O0x%x String %s
VideoPortScanRom

VideoPortScanRom

perito@ultra:~/Perda_Total$




r
'[] perito@ultra: ~/Perda_Total
Arquivo Editar Ver Pesquisar Terminal Ajuda

freeldr.ini
pagefile.sys
Documents and Settings
Arquivos de programas
RECYCLED
: _oneca.zip
100457107: $MBR
100457108: $FAT1
100457109: $FAT2 S B
1005"?5110: /PSO'IF:’h_la_"'Fites.ﬂ , 6 ol 6 = bodviil qreFormatar Estilos Planiha Dados Ferramentas Janela Ajuda
@ultra:~/Perda_Total$ s -r-m'/" -0 orense_Coleta.dd > bodyfile.t IS R y O M . . y =
@ultra:~/Perda_Total$ mactime -b bodyfile.txt -d > timeline.csv ’ = R - “ . AL R
ultra:~/Perda_Total$ libreoffice timeline.csv

LiberationSar | v 10 | v @ @ @ = T %00 [ %%

Al v & I = |Date v

B C D E|F G H

6314 |SalFeb10 2018231702 4257197..b nmwxwxow | O 0 37561114/Arquivos de programas/7-Zipl_oneca zip (deleted)
6315 [SatFeb10201823:17:12 | 4257107m... nmxnwewx | 0 O 35045862 /RECYCLEDIDCO.zip

6316_|Sun Feb 11 2018 00:00:00 736547 00 33222409 /Documents and D baby-dol-back 114947 jpg (deleted) '
6317 _|Sun Feb 11 2018 00:00:00 1200051 .2 00 33222413 /Documents and D baby-dol-front1 14045 jpg (deleted)
6318 |Sun Feb 112018 00:00.00 531424 a 0 0 D } 57 jng

6319 [Sun Feb 112018000000 4809755 .2 0 0 D fistic-nude111056 jpg

6320 |Sun Feb 112018 00:00.00 1011257 a 0 0 D Jose-up-nude-bod 175094 jog
6321 [SunFeh112018000000  1860728.a. rmwxwprwx O 0 33222441/Documents and D plastic-dol-figured1 1001 jpg (deleted)
6322 |SunFeb11201800:00.00  1967942.a. wmwxowxws 0 0 33222446 /Doguments and D plastic-dol-figure1 11903 g (deleted)
6323 [SunFen112018000000  243415.a. dmwxwprwx | O 0 3322245LIDocuments and D plastic-doll-figured1 1004 jpg (deleted)
6324_|Sun Feb 11 2018 00:00:00 %.a w00 50179978 /Doguments and fos de inilock (deleted)

6325 _|Sun el 11 2018 00:00:00 23022 0 0 50179981 /Documents and fos de ini

6326 _|Sun Feb 11 2018 00:00:00 202.a. dmwawxx | 0 0 50179984/Documents and dos de ini. mDRBT6 (deleted)
6327 _|Sun el 11 2018 00:00:00 2la. dmoowqwx 0 0 51168775 /Docunents and D \ boneca bt (de eted)

6328 |Sun Feb 112018 03:39.08 2A.b 0 0 51168775 /Docuents and D + boneca.xt (deeted)
6329_|Sun Feb 11 2018 03:40:24 2Am 00 51168775/Documents and D \ boneca bt (de sted)

6330 |Sun Feb 112018 03:40:28 Bm..b 0 0 50179978 /Docunents and dos de ini ok (deleled)
6331_|Sun Fe 11 2018 03:40:28 2302m.b 00 50179981 /Documents and fos de ini

6332 [Sun Feh 11 2018 03:40:28 2302m.b 00 50179984 /Documents and fos de ini.DRBT6 (deleted)
6333 [SunFeb 112018034124 1880728m 0 0 33222441/Documents and D plastic-dollfigure1 11001 jpg (deleted)
6334 |Sun Feb 112018034154 | 1200051 m 00 33222413 /Documents and D baby-dol-front1 14045 jpg (deleted)
6335 [SunFeh 112018034214 73547m.. dmwxwarwx 0 0 33222409 /Documents and D baby-dol-back 114947 jpg (deleted)
6336 |SunFeh112018034430 | 736547..b nmwxwxwx 0 0 33222400/Docyments and D baby-dol-back 114947 jpg (deleted)
6337 [SunFeh 112018034430  1209051..b rmwxworwx 0 0 33222413/Documents and D baby-dol-front114%45 jpg (deleted)
6338 [SunFen112018034432  1860728..b rmwxwprwx O 0 33222441/Documents and D plastic-dol-igured1 1001 jpg (deleted)
6339 |SunFeb11201803:44:32  1967942..b wmwxowxw 0 0 33222446 /Doguments and D plastic-dol-figure1 11903 g (deleted)
6340 [SunFen 112018034430 243415..b nmwxwpqwx | O 0 3322245LiDocuments and D plastic-dol-figured1 1004 jpg (deleted)
6341 _|Thu May 02 2019 00:00:00 a 0 0 190 /WINDOWS/bootstat dat

6342_[Thy May 02 2010 000000 156648 0 0 33208491 /Docunents and Settings/LocalSenvicelntuser,dat

245 T\ 00 2010 i teess o 00 2vonenn ot

+ | timeline

Planilha 1 de 1 Portugués (Brasi) Média: ; Soma: 0
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Cenfigura Teclados N
0 .} Aplicagoes

Instalar o sistema no

computador . A( ESS‘inDS L4

‘ \;' Forense Digital b Ji?‘;" 1 - Coleta dos Dados

ptk_config -

A

{’ Internet v @ 2 - Exame dos Dados v . ‘
. &
¥ Produtividade b L. 3 - Analise das Evidéncias * \

%ﬁ Som & Video F| P ToolKits k
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Instalar o sistema
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Video
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Terminal
emulator

File Manager
PCManFM

EI 13 No Indicators 00:03 ()
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caine’s Home

[T
a=s
BlockOn/OFf Keyboard changer
QUANTUM
Caja (root) Mixed scripts !

;

3
q))

Disk Image Network
Mounter

Firefox Web Systemback
Browser (installer)

ﬁ »(:omputer Aided INvestigative Environment

Guymager xall1.5 ‘
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A
M Big Ben - Autopsy 460
Case Exiir Feramentas Janela Ajuda
— —
Add Daa Source _‘i} =S Timelne: ® Close Case:
Listing
[[] Shon Rejected Resuts Y
Data Sources
Daka Sourtes Table Thumbnal
Views
Neme Type
&| Resuls _
Extracted Content | Forense_Coleta_DS005_2018_FNS.dd
% ERIF Metadata (208)
|} Encryption Suspected (4)
E WiebHitory (15664)

B\ Keyword Hits
-\ Single Literal Keyword Search (0)
N Single Reqular Expression Search (1)
- Email Addresses (279)
T Hasheat Hits
E-Mal Messages
1+ Interesting Items
2l Accounts
(8] Tags

Reports

Recent Activity for Forense_Coleta_DS005_2018_FNS.dd |

A @ KeywordLists Qi Keyword Search
1 Results
Size (Bytes) Sector Size (Bytes) MOSHash  Timezone Device ID

topsy’

EXTENSIBLE | FAST

arregando madulos de servicos...

x| (Mais 2...)

Qe



|£| Indexador e Processador de Evidéncias Digitais 2136

Estatisticas: Tempos de execugio por tarefa: Itens em processamento:
(Tempo decorrido 0h 2m 42s IgnoreHardLinkTask |0s (0%) ‘Worker-o‘-‘Aguardando\lemm
[Término estimado - [TempFileTask
Velocidade média 0GB/h SignatureTask 0s (0%)
[Velocidade atual 0 GB/h SetTypeTask 0s (0%)
[Volume descoberto 0MB SetCategoryTask 0s (0%)
[Volume processado 0 MB RefineCategoryTask |0s (0%)
Itens descobertos 0 HashTask 0s (0%)
Itens processados 0 KFFTask
Itens ativos processados|0 LedKFFTask
Subitens extraidos 0 DuplicateTask 0s (0%)
Itens de carving 0 ParsingTask 0s (0%)
Carvings ignorados 0 RegexTask 0s (0%)
Itens exportados 0 LanguageDetectTask|0s (0%)
Itens ignorados 0 NamedEntityTask
Erros de parsing 0 ExportfFileTask 0s (0%)
Erros de Leitura 0 MakePreviewTask |0s (0%)
[Timeouts 0 ImageThumbTask  |0s (0%)
\VideoThumbTask 0s (0%)
DIETask
KFFCarveTask
CarveTask 0s (0%)
KnownMefCarveTask|0s (0%)
EntropyTask 0s (0%)
IndexTask 0s (0%)
ExportCSVTask 0s (0%)
HTMLReportTask 0s (0%)

X

Pausar

| [Sem Filtro]

—

Indexador e Processador de Evidéncias Digitais 3.15.6  [Caso: C:\IPED\Perda_Total]

|| Filtrar Duplicados Listados

Pesquisar: [Digite ou escolha a expressio a ser pesquisada)

OpgBes || Ajuda |[ | 0/1229

v B Marcadores
|| [Sem Marcadores]

(] Categorias 24 (] Tabela Galeria ‘ Mapa ‘ =]
v Bcategurias Al 12296 Score | Marcador Nome Tipo Tamanhe (14,.. | Deletado | Categoria
n
[ Arquivos Compactados |||/ 1 1% | SMBR 512 false Outros Arquivos
|| Arquivos XML (403) 2 1% || Unallec_3_0_32256 32256 frue N&o Alocado M
» D Aalnos (120) 3 [l 1% || SFAT1 3139584 false Qutros Arquivos
Bases de Dados (8) 4 L) 1% | SFAT2 3139584 false Qutros Arquivos
— ) ‘ 5 L 1% | | 2918063365piupsah.sqlite-w. 0 tue Qutros Arquivos | Tama...
" %Dncumemns (129) [ 1% [ 218200132aebmoouht sqlite... 0 tue Outros Arquivos | Tama...
[ =) L A IV -
¥ [ Espelnos de Discos (2 7 1% places.sglite-wal 0 tue Oulros Arquivos | Tama.
|| File Slacks (1470) 8 1% update.test 0 frue Qutros Arquivos | Tama...
|| Historico de Internet (8 9 (SIESED C/\f 409 false  Pastas
. 10 1% WINDOWS 4096 false Pastas
* [ Muttimidia (1878) =
D t . " 1% system32 28672 false Pastas
LINAOAlocado (168) ' fifl 19 J% & config 4096 false  Pastas
. () v
QOutros Arquivos (968) 13 1% &5 drivers 4098 false Pastas
|| Pastas (1245) 14 1% D media 4096 false Pastas
[ Pragramas e Bibliotecz, 15 U 1% f@‘ Fpms 12288 false Pastas
- . 1 % 1 hin ANOA_falss Pasta —
(] Marcadores 2 v|| temPai [ﬂ Duplicatas oo 0O visualizador pode conter erros. Clique 2 vezes

|| Fixar Visualizador

<
I___JI__ Jsobre o arquivo para abri-lo,

Hex | Texto | Metadados | Pré-visualizagdo
Ajuda

Busca por Palavras-chave: (

Para realizar buscas por palavras-chave, execute a aplicagio "IPED- r
SearchApp" na raiz da midia éptica ou, em um terminal, execute o
comando "java -Xms312M -jar indexador/lib/iped-search-app jar". E
necessdrio possuir instalado o Java JRE, preferencialmente de 64bits,
disponivel em www,java.com. Ao realizar a busca diretamente a partir

do disco optico, as buscas podem ficar lentas. Para torna-las mais

rapidas, copie todo o contetido do CD/DVD para uma pasta local do
computador. a partir da qual o relatorio deve ser acessado.
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APPLICATIONS
Home Contacts Phone Browser e
A PPLI ﬂ.ﬂu;lﬂ-H FRAMEWIORK
- = e Lo
Package Manager T,Eh‘“"mé"";“; F,':f;f:;f Iﬁm XMPP Service
LIBRARIES ANDROID RUNTIME
T - e
R TREET T
LinUuXx KERNEL
o Camera Driver O e )
USB Driver Keypad Driver WiFi Driver Audio Power

Drivers Management










O™ @ root@forense: ~

Arquivo Editar Ver Pesquisar Terminal Ajuda

root@forense: ~# adb shell

root@android:/ # mount

rootfs [ rootfs ro,relatime 0 @

tmpfs /dev tmpfs rw,nosuid,relatime,mode=755 @ @

devpts fdev/pts devpts rw,relatime,mode=600 @ 0

proc /proc proc rw,relatime 0 @

sysfs fsys sysfs rw,relatime 0 ©

none Jacct cgroup rw,relatime,cpuacct @ @

tmpfs /mnt/asec tmpfs rw,relatime,mode=755,gid=1000 @ 0

tmpfs /mnt/obb tmpfs rw,relatime,mode=755,gid=1000 @ @

none Jfdev/cpuctl cgroup rw,relatime,cpu 0 @

Jdev/block/mtdblockl /system yaffs2 ro,relatime 0 @

J/dev/block/mtdblock5 fdata yaffs2 rw,nosuid,nodev,relatime 0 @
Jdev/block/mtdblocké /fpersist yaffs2 rw,nosuid,nodev,relatime @ @
Jdev/block/mtdblock2 fcache yaffs2 rw,nosuid,nodev,relatime 0 @
Jdev/block/vold/179:1 /mnt/sdcard vfat rw,dirsync,nosuid,nodev,noexec,relatime,u
id=1000,gid=1015, fmask=0707,dmask=0707,allow_utime=0020,codepage=cp437,iocharset
=1508859-1,shortname=mixed,utf8,errors=remount-ro @ @

Jdev/block/vold/179:1 /mnt/securefasec vfat rw,dirsync,nosuid,nodev,noexec,relat
ime,uid=1000,gid=1015,fmask=0707,dmask=0707,allow_utime=0020,codepage=cp437,ioch
arset=is08859-1,shortname=mixed,utf8,errors=remount-ro @ @

tmpfs /mnt/sdcard/.android_secure tmpfs ro,relatime,size=0k,mode=000 @ 0
root@android:/ #
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a Avilla Forensics 3.6 - ATTENTION: THIS TOOL IS FREE - Vesion 1_0_0_295 = [u] X

D Avilla Forensics 3.6 - ATTENTION: THIS TOOL IS FREE - Vesion 1_0_0_295

Android collections l‘ @ 3 =" @ Yy g

Miscellaneous Tools

Unlock Devices

E

Avilla®

FORENSICS
Q

-3

NEW CASE

2F

diziributed in the hope
Y WARRANTY

MERCH. \BILIT
General Public Lic

You should have received a copy of the
slong with this program. If not. see <hl

» PE @

Path of Acquisition

Acquisition Path:

{

Model: - Version Release: - Venc

Developed by: Daniel Hubscher Avilla - 2023 | daniel.a

Acquisition Path: C:\Forensics-3-6\acquisitions\Case-10-11-2023-11-00-49

Model: - Version Release: - Vendor Build Version: - Build Version: - }-" v

Developed by: Daniel Hubscher Avilla - 2023 | danielavilla@policiacivil.sp.gov.br | https://www.linkedin.com/in/daniel-a-avilla-0987/ | https://www.avillaforensics.com.br








https://abre.ai/hfPz
https://abre.ai/hfPD
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